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Firewall

Data Usage - Timeline: April 13, 2015 - April 19, 2015

Timeline
130,000 3.000,000.000
120,000 2,750,000 000
110,000 2.500,000.000
100,000 2,250,000, 000
@ =l Ralulu) 2.000,000.000
E B0,000 1.750.000.000 E_"
é 70000 1,500,000, 000 %
é :E‘Ezz 1.250,000,000 &
4CI‘DCID 1.,000,000,000
BD:UDD 750,000,000
20000 £00.000.000
10,000 250,000,000
d o o L) L o 4 L) .
o = = & & F B
n e W L &0 & wd
w = w W W v w
Time
| Connections TlanstnEd|
Time Connections Transferred Cost
1 Apr 13, 2015 108,077 247 GB UsD 25.29
2 Apr 14, 2015 130,758 252 GB USD 25.78
3 Apr 15, 2015 122,075 273 GB UsD 27.92
4 Apr 186, 2015 113,789 231 GB USD 23.68
5 Apr 17, 2015 122,701 2.56 GB USD 26.23
6 Apr 18, 2015 16,149 50.28 MB USD 0.50
7 Apr 19, 2015 16,254 55.49 MB USD 0.55
Total: 629,803 12.69 GB UsD 129.95

- Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Data Usage - Top Initiators: April 13, 2015 - April 19, 2015

Transferred
2.000.000.000 3.000,000,000

4.000.000.000

Initiators
a 1.000.000 000
192 188 111101 - ~~DESKTOP -
192 168 111 103 - CONSULTANT-DESHK -
192.182.111.105 - -DESKTO -
192.1658.111.104 - DESKTOR -
192.182.111.102 - -DESKTOPR -
182.188 111.118 - -
OTHER
Initiator IP Initiator Host
1 192.168.111.101 -DESKTOP
2 192.168.111.103 CONSULTANT-DESK
3 192.168.111.105 -DESKTO
4 192.168.111.104 -DESKTOP
5 192.168.111.102 " -DESKTOF
6 192.168.111.119
7 1 -Washington

DC.hfc.comcastbusiness.net

[0e)

192.168.111.101
9 192.168.111.105
10 192.168.111.104

Total:

- Report generated for timezone: Eastern Standard Time
- Report owner: System@LocalDomain

User

Connections

169,507
92,304
96,654
99,258
44,579
15,982
107,148

493
314
147

626,386

Transferred

4.03GB
3.4GB
2.84GB
1.66 GB
443.73 MB
288.77 MB
22.72MB

5.3 MB
4.66 MB
298 MB

12.68 GB
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Data Usage - Top Responders: April 13, 2015 - April 19, 2015

Responders
Transferred
o 100.000.000 200.000.000 300.000.000 400.000.000 S00.000000 G&00.000000 7T00.000.000 S00.000.000

208.61.181.1 -

B4.78 58,109 - west exah024 serverdata net

54.82.9073 .- ec2-54-82-80.73 compute...

2113717 - scfhedn-shw-01-1gal.fhedn.net

1731047178 -

208 B0.52. 126 - 2073 live streamthewor.

173.194.53.47 -

CTHER

Responder [P Responder Host Connections Transferred
1 209.61.191.1 143,345 764.72 MB
2 64.78.56.109 west.exch024.serverdata.net 2,218 369.88 MB
3 54.82.90.73 ec2-54-82-90-73.compute-1.amazonaws.com 6 33351 MB
4 31.13.71.7 xx-fbcdn-shv-01-Igai.fbcdn.net 235 315.82 MB
5 173.194 7 178 5 257.63 MB
6 208.80.52.126 207 3.live.streamtheworld.com 30 216.03 MB
7 173.194 53.47 58 210.16 MB
8 72.21.81.77 49 200.62 MB
9 54.231.33.113 s3-1-w.amazonaws.com 1 166.41 MB
10 54.82.90.73 ec2-54-82-90-73.compute-1.amazonaws.com 1 161.44 MB
Total: 145,948 2.93GB

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Data Usage - Top Services: April 13, 2015 - April 19, 2015

Services
Transferred
a 1.000.000.000 2.000.000 000 3.000.000.000 4,000.000.000 5,000.000.000 G.000.000.000 7.000.000.000 8.000.000.000
teplhttps
teplhttp
udp/443
tep/1035
udpi20
udpidns
tepfa721
OTHER
Service Connections Transferred
1 tep/https 203,325 7.46 GB
2 tep/http 199,068 454 GB
3 udp/fd43 6,713 444 13 MB
4 tep/1935 196 97.99 MB
5 udp/80 2,020 51.13MB
6 udp/dns 211,454 41.73 MB
7 tcp/b721 255 41.28 MB
8 tcp/O93 428 24.2 MB
9 tcp/5223 140 2.38 MB
10 tcp/d443 33 1.36 MB
Total: 623,632 12.69 GB

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Applications - Data Usage: April 13, 2015 - April 19, 2015

Applications

Transferred
1000000000 2000000000 3000000000 4000000000 5000000000 6000000000  7.000000.000

o

SSL- Low

L
HTTP Pratacal - Guarded _
I
Encrypted Key Exchange - High _

e

Amazon Web Serdces - Guarded |

|
Shochkwave Flash (SWF)- Low -
Image - an_
|
M PEG-4- Low.
|
OTHER -

Application Threat Level
1 SS5L Low
2 HTTP Protocol Guarded
3 Encrypted Key Exchange High
4 Amazon Web Services Guarded
5 Shockwave Flash {(SWF) Low
6 Image Low
7 MPEG-4 Low
2] Microsoft BITS Guarded
9 Flash Video (FLV) Guarded
10 Icecast Low

Total:

+ Report generated for timezone: Eastern Standard Time

+ Report owner:

System@LocalDomain

Connections

191,071
38,662
8,757
3,232
265
13,789
137

36

43

1

255,993

Transferred

6.48 GB
1.2GB
526.69 MB
433.86 MB
357.95 MB
322.92 MB
2452 MB
187.39 MB
151.35 MB
103.42 MB

9.95GB
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Applications - Top Applications Detected: April 13, 2015 - April 19, 2015

Applications

= W 0 -~ & G kA W N =

DNS Protocal - Lows

Encrypted Key Exehange - High
SSL - Low

HTTF Frotocel - Guarded
Image - Low

Google - Guarded

IMAF - Guarded

OTHER

Application
DNS Protocol
Encrypted Key Exchange
SS8L

HTTP Protocol
Image

Google

IMAP

Akamai CDN
Facebook
Kaspersky AV

Total:

Events
&0.000 100.000 150.000 200.000 250.000 300.000 350,000 400.000
Threat Level Events
Low 408,774
High 404,650
Low 234,268
Guarded 177,990
Low 46,017
Guarded 40,908
Guarded 18,526
Guarded 13,569
Guarded 13,294
Low 11,687
1,369,683

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Applications - Top Applications Blocked: April 13, 2015 - April 19, 2015

Applications

No Matching Records Found
* GMS cannot determine the subscription status as the appliance may be registered to a MySonicwall account that is different from the one used to
register GMS.

- Report generated for timezone: Eastern Standard Time
- Report owner: System@LocalDomain
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Applications - Top Categories: April 13, 2015 - April 19, 2015

= W 0 -~ & G kA W N =

Categories

o

Transferrad

1.000.000.000 2.000000000 3.000.000.000 <4.000.000000 5.000.000000 &.000.000000 7.000.000000 &000000.000

PROTOCOLS

MULTIMED 1A

FPROXY-ACCESS

INFRASTRUCTURE |

FILETYFE-DETECTION

D OWHLOAD-APPS

REMOTE-ACCESS

OTHER

[ . .4 I‘

Application Category

PROTOCOLS
MULTIMEDIA
PROXY-ACCESS
INFRASTRUCTURE
FILETYFE-DETECTION
DOWNLOAD-APPS
REMOTE-ACCESS
BACKUP-APPS
APP-UPDATE
SOCIAL-NETWORKING

Total:

Events

1,176,225
16,520
413,787
34,341
62,141
1,310
333
4,509
2,792
16,334

1,728,292

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain

Transferred

7.72GB

876.76 MB
568.13 MB
540.16 MB
469.72 MB
221.45 MB
101.58 MB
80.25 MB
18.82 MB
17.35 MB

10.55 GB

10
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Applications - Top Initiators: April 13, 2015 - April 19, 2015

Transferrzd

1.000.000.000 1.500.000.000 2.000.000000  2.500.000.000 3.000.000.000 3.500.00C

Initiators
a 500.000.000
182 168 111 101 - 1 -DESKTOP -
182 168.111.103 - CONSULTANT-DESK -
192.188.111.105 - 1 DESKTO -
192 163.111.104 - | DESKTOP -
192.162.111.102 - ¢ -DEESKTOP -
192188 111.118 - -
192.1688.111.105 - -
OTHER
Initiator IP Initiator Host
1 192.168.111.101 -DESKTQOFP
2 192.168.111.103 CONSULTANT-DESK
3 192.168.111.105 -DESKTO
4 192.168.111.104 -DESKTOP
5 192.168.111.102 -DESKTOP
6 192.168.111.119
7 192.168.111.105
8 192.168.111.101
9 192.168.111.104
10 192.168.111.102

Total:

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain

User

Events

319,956
170,322
171,988
151,646
63,038
50,371
764

912

246

255

929,498

Transferred

3.12 GB
3.04 GB
2.37GB
1.4 GB
393.29 MB
253.95 MB
3.53MB
3.32 MB
2.96 MB
1.12MB

10.57 GB

11
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Applications - Timeline: April 13, 2015 - April 19, 2015

Timeline
4s0,000 2,500,000, 000
2 250,000,000
400,000
2,000,000 000
Aa50.000
1.750.000.000
300,000 4
n 1,500,000 000 E
E 2a0.00m 1,250,000,000 §
200,000 1,000,000 000 &
150,000 750,000,000
100,000 500,000,000
50,000 250,000,000
o- o
& &
\‘E:‘? -3:'5}
- o
Time
Time Events Transferred
1 Apr 13, 2015 306,067 2.03 GB
2 Apr 14, 2015 457 731 2.02GB
3 Apr 15, 2015 347 426 2.3GB
4 Apr 16, 2015 303,163 1.99 GB
5 Apr 17, 2015 359 165 2.13GB
6 Apr 18, 2015 23,392 4579 MB
7 Apr 19, 2015 23,463 465 MB
Total: 1,820,407 10.57 GB

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Web Activity - Top Categories: April 13, 2015 - April 19, 2015

Categories

= W 0 -~ & G kA W N =

o

1.000.000.000 2.000.000.000 3.000.000.000

Transferred

<.000.000.000 $5.000.000.000 6.000.000.000 7.000.000.000 &.000.000.000

MNiA

Net Rated

Information TechnologyComputers
Multimedia

AnsEntertainment

Business and Economy

News and Media -

Category

N/A

Not Rated

Information Technology/Computers
Multimedia

Arts/Entertainment

Business and Economy

News and Media
Sports/Recreation

Search Engines and Portals
Shopping

Total:

+ Report generated for timezone: Eastern Standard Time

+ Report owner: System@LocalDomain

Browse Time

98:32:52
06:55:16
16:04:22
01:43:21
05:14:46
10:25:21
06:05:15
03:56:24
05:17:00
02:06:40

Hits
236,515
16,611
38,575
4,134
12,591
25,014
14,610
9,456
12,680
5,067

375,253

Transferred

7.47 GB
806.58 MB
777.14 MB
762.28 MB
508.12 MB
477.09 MB
387.58 MB
203.21 MB
164.28 MB
98.49 MB

11.56 GB

13
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Web Activity - Top Sites: April 13, 2015 - April 19, 2015

Sites

AW N =

= W o -~ GO O

Transfarred

o 100.000.000 200.000000 300.000.000 <00.000.000 500.000.000 £00.000000 ¥00.000.000 S00.000.000

2089 61.191.1 - - N/&

6478 58 109 - west exeh024 serverdata net

54.82.90.73F - ec2.5482.090-73 compute...

31.13.71.7 - soefbedn-shv-01-1gal.fhedn.net..

20880 52 126 - 2073 live streamthewar.

Site IP

209.61.191.1
64.78.56.109
54.82.90.73
31.13.71.7

173.194.7.178
208.80.52.126
173.194.53.47
72.21.81.77
54.231.33.113
54.82.90.73

Total:

17231047178 - - N/A

173.194.23.47 - - NI&

OTHER

Site Name Category

NFA
west exch024.serverdata.net N/A
ec2-54-82-90-73.compute-1.a N/A

xx-fbcdn-shv-01- NFA
lgai.fbcdn.net

NFA
2073 live.streamtheworld. com Multimedia
NfA
N/A
§3-1-w.amazonaws.com N/A

ec2-54-82-90-73.compute-1.a N/A

- Report generated for timezone: Eastern Standard Time

- Report owner: System@LocalDomain

Browse Time

59:43:37
00:55:27
00:00:09
00:05:52

00:00:07
00:00:45
00:01:27
00:01:13
00:00:01
00:00:01

Hits
143,345
2,218
6
235

5
30
58
49
1
1

145,948

Transferred

764.72 MB
369.88 MB
333.51 MB
315.82 MB

257.63 MB
216.03 MB
210.16 MB
200.62 MB
166.41 MB
161.44 MB

2.93GB

14
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Web Activity - Top Initiators: April 13, 2015 - April 19, 2015

Initiators
Transferred
a 1.000.000.000 2,000 000.000 3.000.000.000 4.000.000,000
182 168 111 101 - DESKTOP -
182 168.111.103 - CONSULTANT-DESK -
192.188.111.105 - ¢ -DESKTO -
192 163.111.104 - | DESKTOP -
192.162.111.102 - “DESKTOP -
192188 111.118 - -
192.168.111.101 - -
OTHER
Initiator IP Initiator Host User Browse Time Hits Transferred
1 192.168.111.101 -~-DESKTOP 53:36:37 128,665 3.94 GB
2 192.168.111.103 CONSULTANT-DESK 28:05:39 67,426 3.19 GB
3 192.168.111.105 I I-DESKTO 30:14:45 72,590 2.68GB
4 192.168.111.104 -DESKTOP 35:36:46 85,471 1.48 GB
5 192.168.111.102 _...-DESKTOP 16:56:45 40,670 438.95 MB
6 192.168.111.119 02:42:13 6,489 259.43 MB
7 192.168.111.101 00:08:26 338 527 MB
8 192.168.111.104 00:03:00 120 2.97 MB
9 192.168.111.105 00:06:00 240 2.6 MB
10 Washingt 00:04:28 179 2.22MB
onDC.hfc.comcastbusine
ss.net
Total: 402,188 12 GB

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain

15 Powered By SRS



Web Activity - Timeline: April 13, 2015 - April 19, 2015

Timeline
20,000 2.750,000.000
2,500,000,000
0.000 2,250 000,000
60,000 Z.000,000,000
,, 50.000 1,750,000,000
£ 1.600,000,000 &
40,000 1,250,000,000 8
20,000 1,000 ,000,000
20.000 750,000,000
500,000,000
bl 250,000,000
g (=) L o = = (2] L o
(ﬁ!'\.' (5}"‘\' (ﬁ}"\' ‘(F'\.' (ﬁ}'\ (ﬁ!'\. fﬁ}"‘\
ot P & L i & 2
W &“‘" W W W W t
Time
Hits Transfered
Time Browse Time Hits Transferred
1 Apr 13, 2015 28:11:40 67,667 2.35GB
2 Apr 14, 2015 34:58:41 83,948 2.3GB
3 Apr 15, 2015 31:59:25 76,777 2.59GB
4 Apr 16, 2015 31:48:45 76,350 2.23GB
5 Apr 17, 2015 33:10:45 79,630 2.43 GB
6 Apr 18, 2015 03:43:43 8,949 49.01 MB
7 Apr 19, 2015 03:46:48 9,072 48.59 MB
Total: 402,393 12 GB

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Web Activity - Web Usage By Site: April 13, 2015 - April 19, 2015

Web Usage By Site

6478 66 108 - west exah024 serverdata net.

54.82.90.73F - ec2-5482-90-73 compute...

31.13.71.7 - xoe-fbedn-shv-01-1gal.fhedn.net..

208.80.52.126 - 2073 live streamthewor..

208 .61.191.1 - - N/f&

1731947178 - - N/&

17319453 47 - - NIA

[=]

Transferred

100.000.000 200.000000 300.000000 <400.000.000 500.000.000 600000000 70O0.000.000 &00.000.000

OTHER

Site IP Site Name Category Browse Time  Hits Transferred
1.0  209.61.191.1 N/A 59:43:37 143,345 764.72 MB

Initiator IP Initiator Host User Browse Time  Hits Transferred
1.1 192.168.111.104 -DESKTOP 19:43:27 47,338 252 37 MB
1.2 192.168.111.101 -DESKTOP 13:05:45 31,430 167.69 MB
1.3 192.168.111.102 -DESKTOP 12:51:19 30,853 164.57 MB
1.4 192.168.111.103 CONSULTANT-DESK 07:58:40 19,147 102.19 MB
1.5 192.168.111.105 -DESKTC 05:58:16 14,331 76.55 MB
16 192.168.111.104 00:02:07 85 464.15 KB
1.7 192.168.111.102 00:01:43 69 376.4 KB
1.8 192.168.111.101 00:01:07 45 248 97 KB
1.9 192.168.111.105 00:00:46 31 185.53 KB
1.10 192.168.111.103 00:00:24 16 91.72 KB
2.0 64.78.56.109 west exch024.serverdata.net N/A 00:55:27 2,218 369.88 MB

Initiator IP Initiator Host User Browse Time  Hits Transferred
2.1 192.168.111.102 -DESKTCP 00:05:36 224 88.31 MB
22 192.168.111.104 -DESKTOP 00:09:43 389 83.89 MB
2.3 192.168.111.103 CONSULTANT-DESK 00:16:37 665 79.21 MB
2.4 192.168.111.105 -DESKTC 00:11:45 470 67.98 MB
25 192.168.111.101 ~-DESKTOP 00:11:43 469 50.48 MB
286 192.168.111.104 00:00:01 1 11.41 KB
30 54829073 ec2-54-82-90-73.compute-1.a N/A 00:00:09 6 333.51 MB

Initiator IP Initiator Host User Browse Time  Hits Transferred
3.1 192.168.111.101 -DESKTOP 00:00:06 4 247.85 MB
3.2 192.168.111.103 CONSULTANT-DESK 00:00:03 2 85.66 MB
40 3113717 xx-fbcdn-shv-01- N/A 00:05:52 235 315.82 MB

lga1.fbedn.net
17 Powered By &



Site IP Site Name Category Browse Time  Hits Transferred
Initiator 1P Initiator Host User Browse Time  Hits Transferred
4.1 192.168.111.105 -DESKTC 00:01:28 59 164 MB
42  192.168.111.103 CONSULTANT-DESK 00:03:15 130 96.07 MB
43  192.168.111.101 -DESKTOP 00:00:21 14 41.15MB
4.4 192.168.111.119 00:00:27 18 14.38 MB
45  192.168.111.104 -DESKTOP 00:00:21 14 22272 KB
5.0 173.194.7.178 NfA 00:00:07 5 257.63 MB
Initiator 1P Initiator Host User Browse Time  Hits Transferred
5.1 192.168.111.101 -~-DESKTOP 00:00:07 5 257.63 MB
6.0 208.80.52.126 2073 live.streamtheworld.com Multimedia 00:00:45 30 216.03 MB
Initiator IP Initiator Host User Browse Time  Hits Transferred
6.1 192.168.111.105 DESKTOC 00:00:45 30 216.03 MB
7.0  173.194.53.47 N/A 00:01:27 58 210.16 MB
Initiator 1P Initiator Host User Browse Time  Hits Transferred
7.1 192.168.111.105 -DESKTC 00:01:27 58 210.16 MB
8.0 72.21.81.77 N/A 00:01:13 49 200.62 MB
Initiator 1P Initiator Host User Browse Time  Hits Transferred
8.1 192.168.111.103 CONSULTANT-DESK 00:01:13 49 200.62 MB
9.0 54231.33.113 §3-1-w.amazonaws.com N/A 00:00:01 1 166.41 MB
Initiator IP Initiator Host User Browse Time  Hits Transferred
9.1 192.168.111.103 CONSULTANT-DESK 00:00:01 1 166.41 MB
10.0 54.82.90.73 ec2-54-82-90-73.compute-1.a N/A 00:00:01 1 161.44 MB
Initiator 1P Initiator Host User Browse Time  Hits Transferred
10.1  192.168.111.101 -DESKTOP 00:00:06 4 247.85 MB
102  192.168.111.103 CONSULTANT-DESK 00:00:03 2 85.66 MB
Total: 145,948 2.93GB

+ Report generated for timezone: Eastern Standard Time

- Report owner: admin@LocalDomain

18
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Web Activity - Web Usage By Initiators: April 13, 2015 - April 19, 2015

Web Usage By Initiators

182 168 111 101 -

102.168.111.102 - CONEULTANT-DESK -

192.1688.111.105 -

182.168.111.104 -

192 168.111.102 -

192.182.111.119 - -

-DESKTOF -

-DESKTOP -

o

1.000,000,000

Transferred
2,000 000,000

3,000,000,000

4.000,000,000

-DESKTOP -

-PESKTO -

192188 111.101 - -

Initiator IP

1.0 192.168.111.101

Site IP

1.1 173.194.7.178
1.2 54.82.90.73

1.3 209.61.191.1
1.4 69.28.187.224
1.5  206.190.56.190
1.6 206.190.56.191
1.7 23.192.160.11

1.8 104.64.65.78
19  98.139.183.24
1.10 98.1392.180.149
11 64.78.56.109
12 54.230.38.232
A3 23.192.160.193
14 206.190.57.39
15 199.96.57.7
16 23.192.160.120
A7 23.192.160.17

L . Y U 4

118 31.13.71.7

1.19  206.190.56.191
1.20 31.13.73.1

121  192.229.163.25
122 206.190.56.190

OTHER

Initiator Host User
-DESKTOP
Site Name Category
N/A
ec2-54-82-90-73.compute-1.a N/A
N/A

https-69-28-187-224 iad.linw.r N/A
I1.ycs.vip.deh.yahoo.com NFA

13.ycs.vip.dch.yahoo.com N/A

download.windowsupdate.con Information Techn
ology/Computers

a104-64-65-78.deploy.static.al N/A
ir2.fp.vip.bf1.vahoo.com N/A
ir1.fp.vip.bf1.yahoo.com N/A
west exch024.serverdata.net N/A
server-54-230-38-232.jfk1.r.cle NfA
cnn-f.akamaihd.net Multimedia
debdiv08.atlas.cdn.dch. yimg.c N/A

N/A
wusa-vh.akamaihd.net Multimedia

download.windowsupdate.con Information Techn
ology/Computers

xx-fbcdn-shv-01- NFA
lgal.fbcdn.net
13.ycs.vip.decbh.yahoo.com NFA
edge-star-shv-01- NFA
mia1.facebook.com
NfFA
L.yimg.com Search Engines and
Portals

Browse Time

53:36:37

Browse Time

00:00:07
00:00:06
13:05:45
00:01:10
00:07:40
00:08:42
00:01:28

00:03:55
00:02:28
00:01:39
00:11:43
00:00:01
00:02:22
00:00:04
00:18:48
00:01:46
00:00:25

00:00:21

00:00:27
00:04:25

00:03:12
00:32:36

Hits
128,665
Hits

5

4
31,430
47

307
348

59

157
99
66
469

95

752
71
17

18
177

128
1,304

Transferred

3.94GB

Transferred

257.63 MB
247.85 MB
167.69 MB
121.57 MB
101.56 MB
98.29 MB
96.15 MB

93.88 MB
61.5MB
53.02 MB
50.48 MB
50.42 MB
46.14 MB
45.92 MB
45.04 MB
4222 MB
41.62 MB

41.15 MB

38.18 MB
34.21 MB

33.3MB
31.94 MB
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
123 65.36.161.214 N/A 00:09:43 389 31.61 MB
1.24 206.190.61.94 sjbdiv15.atlas.cdn.sjb.yimg.co N/A 00:00:03 2 31.54 MB
125 23.253.32.111 www.longfence.com Business and Econ 00:05:04 203 28.88 MB
omy
126 206.190.61.80 sjhdiv01.atlas.cdn.sjb.yimg.co N/A 00:00:10 7 28.24 MB
1.27 208.111.161.254 cdni.anyclip.com Arts/Entertainment 00:00:10 7 26.28 MB
1.28 67.205.13.138 www.bwijohnsonmusic.com Not Rated 00:03:03 122 21.28 MB
1.29 23.192.160.10 a23-192-160-10.deploy.static.: N/A 00:01:25 57 21.07 MB
130 199.96.60.1 N/A 00:01:21 54 20.75 MB
1.31 206.190.57.39 a- Business and Econ 00:00:25 17 19.1¢ MB
yahoofinance.c-534ff6557e.i-4 omy
132  23.192.160.130 www.gannett-cdn.com Arts/Entertainment 00:23:48 952 19.15 MB
1.33 206.190.57.53 debdiv21.atlas.cdn.dch.yimg.c N/A 00:00:01 1 18.57 MB
1.34 206.190.61.94 sjbdiv15.atlas.cdn.sjb.yimg.co N/A 00:00:06 4 18.18 MB
135 184.84.183.91 fpdownload?. macromedia.con Information Techn 00:00:04 3 18.11 MB
ology/Computers
136 206.190.57.53 a-mlbcom.c- Business and Econ 00:00:22 15 17.8 MB
c79995fdee.i-4a5dd3f5.hitp.at omy
1.37 104.73.160.32 fpdownload2. macromedia.con Information Techn 00:00:04 3 17.54 MB
ology/Computers
1.38 209.201.119.162 www.npwh.org Health 00:43:07 1,725 17.17 MB
139 54.231.8.144 §3-1.amazonaws.com NfA 00:00:04 3 16.92 MB
1.40 206.190.61.70 sjbdiv1$.atlas.cdn.sjb.yimg.co N/A 00:00:03 2 16.86 MB
1.41 137.117.96.45 www. post-gazette.com News and Media 00:22:04 883 16.45 MB
1.42  206.190.57.53 a-yahoofinance.c- Business and Econ 00:00:22 15 16.42 MB
bdf97acd7e.i-4a5dd3f5.http.at omy
143 31.13.71.7 star-01-01- N/A 00:00:10 7 15.08 MB
lgal.facebook.com
1.44  23.192.160.152 www.gahnett-cdn.com Arts/Entertainment 00:21:27 858 14.34 MB
1.45 23.192.160.122 wusa-vh.akamaihd.net Multimedia 00:00:30 20 14.26 MB
146 69.28.187.224 https-69-28-187-224.iad.lInw.r N/A 00:00:06 4 14.24 MB
1.47 23.3.13.58 media. hbewashington.com News and Media 00:06:48 272 13.51 MB
1.48 206.190.57.49 debdiv18.atlas.cdn.deb.yimg.c N/A 00:00:01 1 13.23 MB
149 216.58.217.142 iad23s43-in-f14.1e100.net N/A 00:03:10 127 12.66 MB
1.50 204.124.85.90 www.myclientline. net N/A 00:00:19 13 12.35 MB
2.0 192.168.111.103 CONSULTANT-DESK 28:05:39 67,426 3.19GB
Site IP Site Name Category Browse Time  Hits Transferred
2.1 72.21.81.77 N/A 00:01:13 49 200.62 MB
22 54.231.33.113 s3-1-w.amazonaws.com N/A 00:00:01 1 166.41 MB
23 54829073 eC2-54-82-90-73.compute-1.a N/A 00:00:01 1 161.44 MB
2.4 173.194.132.175 N/A 00:00:58 39 143.04 MB
25 204.93.207.172 wamu-1.streamguys.com Multimedia 00:00:01 1 103.42 MB
26  209.61.191.1 N/A 07:58:40 19,147 102.19 MB
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27

28
29
2.10
2.1

212
213
2.14
2.15
2.16

217
2.18
2.19

2.20
2.21

222

2.23

224

2.25
2.26

227
2.28
2.29
2.30
2.31

232
2.33
2.34
2.35

2.36
237

2.38
2.39
2.40

Initiator IP

Site IP
31.13.71.7

54.82.90.73
54.192.190.151
64.78.56.109
31.13.71.7

54.225.72.113
54.231.1.144
208.80.52.46
54.230.53.221
208.85.44.21

173.194.7.60
198.232.124.193
31.13.69.203

54.192.39.103
208.85.46.21

208.85.44.22

179.60.192.3

208.85.42.21

54.192.39.254
208.85.42.22

54.230.100.222
208.85.46.22
54.192.175.42
208.117.255.134
208.85.46.22

173.194.132.115
173.194.53.46
54.192.192.96
31.13.69.203

54.192.102.239
31.13.74.1

173.194.53.45
54.192.39.113
173.194 .53.112

Initiator Host User
Site Name Category
xx-fbcdn-shv-01- NFA

Iga1.fbcdn.net
ec2-54-82-90-73.compute-1.a NfA

server-54-192-190-151.maa3. N/A
west exch024 serverdata.net N/A
star-01-01- N/A
lgal.facebook.com

ec2-54-225-72-113.compute-1 N/A

s3-1.amazonaws.com NFA

1661.live.streamtheworld.com Multimedia
server-54-230-53-221.ifk6.r.cle N/A

audio-ch1-t1-1- Multimedia
vdvB.pandora.com

NfFA
cdn.hitfix.com Arts/Entertainment

xx-fbcdn-shv-01- NFA
iad3.fbcdn.net

server-54-192-39-103.jfk1.r.cle NFA

audio-dcB-t1-1- Multimedia
vdvEB.pandora.com
audio-ch1-t1-2- Multimedia

vdvE.pandora.com

edge-star-shv-01- NFA
cdg?.facebook.com

audio-sv5-11-1- Multimedia
v4vE.pandora.com
server-54-192-39-254 .jfk1.r.cls N/A
audio-sv5-11-2-
va4vE.pandora.com

server-54-230-100-222.iad2.r. N/A

t1-2.p-cdn.com Not Rated
server-54-192-175-42 . bom2.r. N/A

Multimedia

N/A
audio-dc6-t1-2- Multimedia
v4v6.pandora.com

N/A

N/A
server-54-192-192-06.iad53.r. N/A
xx-fbcdn-shv-01- N/A

iad3.fbcdn.net
server-54-192-102-239.iad2.r. N/A

edge-star-ecmp-01- N/A
ord1.facebook.com

N/A
server-54-192-39-113.jfk1.r.clc N/A
r11-—sn-pSalsnsl.gvtl.com Not Rated

Browse Time

Browse Time
00:03:15

00:00:03
00:01:10
00:16:37
00:00:18

00:00:03
00:00:03
00:00:06
00:00:19
00:00:36

00:00:19
00:01:34
00:00:19

00:00:12
00:00:24

00:00:24

00:00:24

00:00:22

00:00:10
00:00:21

00:00:03
00:00:15
00:00:15
00:00:07
00:00:12

00:00:22
00:00:03
00:00:06
00:00:01

00:00:04
00:00:16

00:00:03
00:00:03
00:00:22

Hits
Hits
130

47
665
12

24

13
63
13

16

16

15

Transferred

Transferred
96.07 MB

85.66 MB
81.48 MB
79.21 MB
65.1 MB

57.53 MB
51.23 MB
44.82 MB
43.72MB
41.21 MB

37.14 MB
35.76 MB
33.8 MB

33.15 MB
31.63 MB

30.2 MB

26.89 MB

25.81 MB

25.55 MB
24.42 MB

19.95 MB
19.67 MB
19.22 MB
17.38 MB
16.42 MB

15.38 MB
14.32 MB
14.01 MB
12.71 MB

11.85 MB
11.62 MB

11.45 MB
11.43 MB
10.99 MB
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
241 184.50.229.160 mcdn.zulilyinc.com Not Rated 00:10:15 410 10.71 MB
242 54243.140.38 www.womenshealthmag.com Health 00:09:18 372 10.67 MB
243 179.60.192.3 edge-star-shv-01- N/A 00:02:54 118 10.54 MB
cdg?.facebook.com
244 216.137.33.126 server-216-137-33-126.iad2.r. N/A 00:00:01 1 10.14 MB
245 72.247.8.169 download.windowsupdate.con Information Techn 00:00:04 3 9.11 MB
ology/Computers
246 208.85.46.22 t1-1.p-cdn.com Not Rated 00:00:07 9.05 MB
247 208.85.41.12 audio-sv3-t1-2- Multimedia 00:00:07 8.54 MB
vdve.pandora.com
248 65.36.161.214 N/A 00:03:1¢ 133 8.53 MB
249 216.137.63.14 cft.8tracks.com Arts/Entertainment 00:00:10 7 8.47 MB
250 208.8541.11 audio-sv3-t1-1- Multimedia 00:00:07 5 8.34 MB
v4v6.pandora.com
3.0 192.168.111.105 -DESKTO 30:14:45 72,590 2.68 GB
Site IP Site Name Category Browse Time  Hits Transferred
3.1 208.80.52.126 2073.live.streamtheworld.com Multimedia 00:00:45 30 216.03 MB
3.2 173.194 .53 .47 N/A 00:01:27 58 210.16 MB
33 3113717 xx-fbcdn-shv-01- N/A 00:01:28 59 164 MB
lgai.fbcdn.net
3.4 208805236 36.mtl- N/A 00:00:03 2 96.3 MB
mg03.streamtheworld. net
35 20961.191.1 N/A 05:58:16 14,331 76.55 MB
3.6 64.78.56.109 west exch024.serverdata.net N/A 00:11:45 470 67.98 MB
3.7 23158.185 a23-15-8-185.deploy.static.ak: N/A 00:00:03 2 61.21 MB
3.8 23.0.160.48 cdn16.castfire.com Business and Econ 00:00:04 3 45.82 MB
omy
3.9 23.67.246.50 prod.video.msn.com News and Media 00:00:10 36.8 MB
3.10 184.29.106.114 fpdownload2. macromedia.con Information Techn 00:00:06 3562 MB
ology/Computers
3.11  192.33.31.56 a-vip07.insnw.net N/A 00:18:49 753 326MB
3.12 173.194.7.42 N/A 00:00:04 3 29.09 MB
3.13 206.190.56.190 11.yes.vip.dch.yahoo.com N/A 00:00:42 28 27.94 MB
3.14  173.194.132.168 N/A 00:00:06 4 26.17 MB
3.15 199.96.57.7 pbs.twimg.com Social Networking 00:02:09 86 22.54 MB
3.16  31.13.69.203 xx-fbcdn-shv-01- N/A 00:00:15 10 21.99 MB
iad3.fbcdn.net
3.17 173.194.7.7 N/A 00:00:06 4 21.29 MB
3.18 184.29.105.57 hba.cdn.turher.com Arts/Entertainment 00:00:01 21 MB
3.19 23.15.8.192 a23-15-8-192.deploy.static.ak: N/A 00:00:03 2 19.22 MB
3.20 64.78.56.109 west exch024.serverdata.net N/A 00:00:30 20 18.75 MB
321 2362.6.168 WWW.NPS. Jov Government 00:41:49 1,673 18.72 MB
3.22 96.6.113.195 a96-6-113-195.deploy.akamail N/A 00:00:03 2 17.88 MB
3.23 23.192.160.11 avideos.5min.com Arts/Entertainment 00:00:04 3 17.78 MB
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
324 19233.31.56 www.washingtonpost.com News and Media 00:18:39 746 17.51 MB
3.25 152.163.10.20 hss-prod.hss.aol.com Search Engines and 00:00:01 1 17.47 MB
Portals
3.26 173.194.7.57 N/A 00:00:16 11 17.23 MB
3.27 54.231.66.24 83-1.amazohaws.com N/A 00:00:03 16.92 MB
3.28 23.192.160.104 ooayla.bleacherreport.net Sports/Recreation 00:00:09 16.91 MB
3.29 23.192.160.123 bleachertrans- Multimedia 00:00:12 16.28 MB
vh.akamaihd.net
3.30 69.28.187.224 https-69-28-187-224.iad.lInw.r N/A 00:00:21 14 15.29 MB
3.31 23.192.160.153 a23-192-160-153.deploy.static N/A 00:00:01 1 15.2 MB
332 72.21.81.263 edge-dl.andomedia.com Business and Econ 00:00:28 19 15 MB
omy
3.33 120.22.176.24 fpb.case.edu Education 00:01:37 65 14.85 MB
3.34 20892.52.35 8663.live.streamtheworld.com Multimedia 00:00:03 2 13.62 MB
3.35 23.192.160.8 avideos.5min.com Arts/Entertainment 00:00:01 1 13.58 MB
3.36 162.209.121.221 www.writerspace.com Sports/Recreation 00:00:01 1 13.46 MB
3.37 23.3.13.168 a23-3-13-168.deploy.static.ak: N/A 00:00:07 5 12.66 MB
3.38 233.13.115 a23-3-13-115.deploy.static.aks N/A 00:00:03 2 12.39 MB
3.39 206.190.57.35 dcbdivO4.atlas.cdn.dch.yimg.c N/A 00:00:04 3 12.39 MB
3.40 173.194.53.112 r11-—sn-p5qlsnsl.gvti.com Not Rated 00:00:22 15 10.99 MB
3.41  23.192.160.11 a23-192-160-11.deploy.static.: N/A 00:01:03 42 10.81 MB
3.42 23.0.160.73 a23-0-160-73.deploy.static.ak: N/A 00:00:13 9 10.77 MB
3.43 1731947212 N/A 00:00:03 2 10.75 MB
3.44 54.231.14.136 §3-1.amazonaws.com NfA 00:00:01 1 10.3 MB
3.45 54.230.37.141 server-54-230-37-141.jfk 1.r.clc N/A 00:00:01 1 10.14 MB
3.46 19996577 N/A 00:05:46 231 9.77 MB
3.47 206.190.56.191 I3.ycs.vip.deb.yahoo.com N/A 00:00:34 23 9.63 MB
3.48 173.194.53.111 N/A 00:00:06 4 9.55 MB
3.49 208.92.55.52 6703.live.streamtheworld.com Multimedia 00:00:03 2 9.35 MB
3.50 23.0.160.10 www. milb.com Sports/Recreation 00:04:33 182 9.26 MB
4.0 192.168.111.104 -DESKTOP 35:36:46 85,471 1.48 GB
Site IP Site Name Category Browse Time  Hits Transferred
4.1 209.61.191.1 N/A 19:43:27 47,338 252.37 MB
4.2 208.111.161.254 fp-limelight. musichet.com Not Rated 00:01:52 75 152.97 MB
4.3 208.111.160.6 fp-limelight. musichet.com Not Rated 00:01:45 70 138.7 MB
4.4 64.78.56.109 west exch024.serverdata.net N/A 00:09:43 389 83.89 MB
45 208.111.128.6 fp-limelight. musicnet.com Not Rated 00:00:57 38 75.51 MB
46 23.192.160.18 download.windowsupdate.con Information Techn 00:00:19 13 60.55 MB
ology/Computers
47 208.111.128.7 fp-limelight. musichet.com Not Rated 00:00:33 22 42.75 MB
4.8 23.0.160.58 download.windowsupdate.con Information Techn 00:00:09 6 36.21 MB
ology/Computers
4.9 23.0.160.8 download.windowsupdate.con Information Techn 00:00:12 8 29.66 MB

ology/Computers
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred

4.10 54.230.37.141 server-54-230-37-141.jfk1.r.clc N/A 00:00:01 1 20.29 MB

411 23.3.13.113 media2.abc15.com News and Media 00:01:01 41 18.68 MB

412 23.192.160.11 download.windowsupdate.con Information Techn 00:00:10 7 14.88 MB
ology/Computers

413 19996577 N/A 00:07:13 289 13.02 MB

4.14 72.21.91.168 N/A 00:00:57 38 12.84 MB

415 208.111.161.254 images.mndigital.com Information Techn 00:05:18 212 11.35 MB
ology/Computers

416 173.194.53.112 r11-—sn-p5qlsnsl.gvt1.com Not Rated 00:00:22 15 10.92 MB

4.17 54.230.16.176 cdn.beau-coup.com Business and Econ 00:14:55 597 9.49MB
omy

418 199.185.0.200 www. multibriefs.com Business and Econ 00:14:36 584 9.33MB
omy

4.19 54.231.161.24 S3-us- Shopping 00:00:10 7 9.32 MB

west-2.amazohaws.com

420 184.29.104.210 download.windowsupdate.con Information Techn 00:00:04 3 9.11 MB
ology/Computers

421 23.192.160.11 www.brides.com Arts/Entertainment 00:03:10 127 8.67 MB

422 199.185.0.200 multibriefs.com Business and Econ 00:36:21 1,454 8.45 MB
omy

423 23.218.106.144 dsx.weather.com News and Media 00:07:39 306 8.1MB

424 72219254 N/A 00:01:13 49 8.05 MB

425 54.230.38.76 cdni.condenast.co.uk News and Media 00:04:30 180 7.88 MB

426 208.111.160.6 images.mndigital.com Information Techn 00:06:15 250 7.88 MB
ology/Computers

427 64.78.56.109 west exch024 serverdata.net N/A 00:00:15 10 7.68 MB

428 235012223 a23-50-122-23.deploy.static.al N/A 00:00:03 2 7.54 MB

429 38.106.64.115 beacon.etsy.com N/A 00:22:49 913 7.42 MB

430 54.230.17.22 cdn.beau-coup.com Business and Econ 00:13:33 542 7.37 MB
omy

431 31.13.69.197 edge-star-shv-01- N/A 00:01:40 67 7.31 MB

iad3.facebook com

432 2315.7.91 s7d1.scene’.com Information Techn 00:08:49 353 6.81 MB
ology/Computers

433 104.68.138.81 a104-68-138-81.deploy.static.: N/A 00:00:21 14 6.66 MB

434 6494.18.144 N/A 00:00:01 1 6.4 MB

435 2322272114 a23-222-72-114.deploy.static.: N/A 00:00:18 12 6.29 MB

436 54.230.38.103 cdn.beau-coup.com Business and Econ 00:09:37 385 6.08 MB
omy

437 23218.146.158 a23-218-146-158.deploy.static N/A 00:00:36 24 5.87 MB

438 184.29.105.163 pdl.vimeocdn.com Arts/Entertainment 00:00:01 51MB

439 162.209.59.60 N/A 00:00:09 499 MB

440 23.218.146.158 a23-218-146-158.deploy.static N/A 00:00:09 4.89 MB

441 54231.15.56 s§3-1.amazonaws.com NfA 00:00:03 4.64 MB

442 184.31.127.139 a184-31-127-139.deploy.static N/A 00:00:16 11 4.27 MB

443 192.206.64.110 WWW.ESSUre.com Health 00:01:27 58 4.02MB
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Initiator IP Initiator Host User Browse Time Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
444 54 230.39.189 d1gdvp1t8pSnwi.cloudfront ne Business and Econ 00:14:00 560 3.95MB
omy
445 184.31.185.47 a184-31-185-47 . deploy.static.: N/A 00:00:15 10 3.9MB
446 54.230.103.191 dp8hsntgbdo36. cloudfront.net Business and Econ 00:00:03 2 3.89 MB
omy
447 192.33.31.56 www.washingtonpost.com News and Media 00:04:39 186 3.86 MB
448 23.192.160.17 0.aolcdn.com Reference 00.04.54 196 3.85MB
449 23.21.84.166 ec2-23-21-84-166.compute-1. N/A 00:03:54 158 3.64 MB
450 68.142.118.4 fp-limelight. musichet.com Not Rated 00:00:03 2 3.57 MB
50 192.168.111.102 -DESKTOP 16:56:45 40,670 438.95 MB
Site IP Site Name Category Browse Time  Hits Transferred
5.1 209.61.191.1 NFA 12:51:19 30,853 164.57 MB
52 64.78.56.109 west exch024.serverdata.net N/A 00:05:36 224 88.31 MB
53 54.192.18.35 server-54-192-18-35.iad12.r.c N/A 00:00:01 1 49.65 MB
54 23.201.103.154 fpdownload?. macromedia.con Information Techn 00:00:01 1 17.53 MB
ology/Computers
55 23.62.6.58 download windowsupdate.con Information Techn 00:00:04 3 9.1 MB
ology/Computers
56 129.252.189.62 www.sc.edu Education 00:03:07 125 535MB
57 162.249 106.157 wtop.com News and Media 00:01:37 65 412 MB
5.8 199.185.0.200 www. multibriefs.com Business and Econ 00:07:34 303 3.7 MB
omy
59 199.185.0.200 multibriefs.com Business and Econ 00:19:58 799 3.46 MB
omy
510 23.21.84.166 ec2-23-21-84-166.compute-1. N/A 00:02:21 94 2.95MB
511 69.174.83.17 org2.salsalabs.com Business and Econ 00:00:12 8 243 MB
omy
512 54.197.227.206 ec2-54-197-227-206.compute. NfA 00.02:15 90 2.33 MB
513 38.117.98.253 dnl-09.geo.kaspersky.com Information Techn 00:03:31 141 1.96 MB
ology/Computers
514 69.16.175.10 cdn.oldschoolnewbody.com  Health 00:01:13 49 1.9 MB
515 38.117.98.202 dnl-12.geo.kaspersky.com Information Techn 00:04:24 176 1.65 MB
ology/Computers
516 199.229.100.112 www.odilvy.com Business and Econ 00:00:55 37 1.62 MB
omy
517 38.124.168.119 dnl-16.geo.kaspersky.com Information Techn 00:02:18 92 1.59 MB
ology/Computers
518 54.230.101.239 server-54-230-101-23%.iad2.r. NfA 00:00:19 13 1.43 MB
519 38.117.98.199 dnl-17.geo.kaspersky.com Information Techn 00:03:01 121 1.41 MB
ology/Computers
520 38.124.168.116 dnl-16.geo.kaspersky.com Information Techn 00:02:31 101 1.4 MB
ology/Computers
521 Health 00:00:43 29 1.37 MB
522 54230.19.71 server-54-230-19-71.iad12.r.c N/A 00:00:49 33 1.34 MB
523 38.117.98.199 dnl-11.geo.kaspersky.com Information Techn 00:02:36 104 1.2 MB
ology/Computers
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Initiator IP Initiator Host User Browse Time Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
5.24 38.117.98.253 dnl-10.geo.kaspersky.com Information Techn 00:01:42 68 1.14 MB
ology/Computers
525 54231064 s3-1.amazonaws.com NfA 00:00:06 4 1.13 MB
526 23.0.160.97 www 1. macys.com Business and Econ 00:03:01 121 1.12 MB
omy
527 104.28.30.111 fitmomdaily.com-trials.net Not Rated 00:01:04 43 1.05 MB
528 209.222.144.199 www.odilvypr.com Business and Econ 00.01.55 77 1 MB
omy
529 655550189 N/A 00:00:03 2 998.6 KB
530 38.117.98.199 dnl-18.geo.kaspersky.com Information Techn 00:02:40 107 959.75 KB
ology/Computers
531 38.117.98.253 dnl-15.geo.kaspersky.com Information Techn 00:02:21 94 940.3 KB
ology/Computers
532 134.68.166.59 Wwww. nursingsociety.org Health 00:01:27 58 908.41 KB
5.33 38.124.168.125 dnl-13.geo.kaspersky.com Information Techn 00:01:45 70 883.27 KB
ology/Computers
534 23.0.160.80 portal.aclcdn.com Reference 00:00:40 27 881.37 KB
535 184.29.105.152 content. mgecdn.com Reference 00:00:15 10 832.43 KB
536 2049.41.136 NFA 00:00:42 28 765.36 KB
537 38.124.168.119 dnl-07.geo.kaspersky.com Information Techn 00:03:04 123 763.95 KB
ology/Computers
538 38.117.98.196 dnl-10.geo.kaspersky.com Information Techn 00:01:04 43 761.01 KB
ology/Computers
539 4.28.136.42 dnl-19.geo.kaspersky.com Information Techn 00:01:46 71 730.33 KB
ology/Computers
540 208.111.135.70 content everydayhealth.com Health 00:00:42 28 727.57 KB
541 4.28.136.36 dnl-00.geo.kaspersky.com Information Techn 00:01:22 55 724.16 KB
ology/Computers
542 23.218.127.188 images.taboola.com Business and Econ 00:01:24 56 712.09 KB
omy
543 69.28.187.202 images.agoramedia.com Business and Econ 00:01:30 60 673.6 KB
omy
5.44 38.117.98.253 dnl-11.geo.kaspersky.com Information Techn 00:01:30 60 664.73 KB
ology/Computers
545 23.0.160.82 o.aolcdn.com Reference 00:00:40 27 625.08 KB
546 23.626.72 download.windowsupdate.con Information Techn 00:00:04 3 600.28 KB
ology/Computers
547 184.29.104.165 download.windowsupdate.con Information Techn 00:01:13 49 600.35 KB
ology/Computers
548 38.117.98.196 dnl-18.geo.kaspersky.com Information Techn 00:03:03 122 590.87 KB
ology/Computers
549 74.208.169.80 bistrocacao.com Not Rated 00:01:18 52 579.02 KB
550 17.171.11.241 id-nc.apple.com NFA 00:00:12 8 573.66 KB
6.0 192.168.111.119 02:42:13 6,489 259.43 MB
Site IP Site Name Category Browse Time  Hits Transferred
6.1 54.231.16.139 s3-external-1- NFA 00:00:03 2 20.2 MB
w.amazonaws.com
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6.2

6.3

6.4
6.5

6.6

6.7
6.8
6.9

6.10

6.11
6.12

6.13
6.14
6.15

6.16
6.17

6.18
6.19
6.20
6.21

6.22
6.23
6.24

6.25
6.26
6.27
6.28

6.29

6.30

6.31

6.32

Initiator IP

Site IP
23.0.160.222

31.13.71.7

23.0.160.80
54.231.33.67

31.13.69.203

104.68.137.83
23.67.246.99
31.13.69.197

23.62.6.82

23.0.160.59
31.13.71.10

23.15.8.185

68.67.152.55

208.73.181.200
31.13.69.243

65.175.75.2
165.2564.46.17
96.6.113.73
23.67.250.26

23.67.250.59
23.67.250.40
54.231.9.51

184.29.106.98
91.216.139.199
17.167.139.39
54.218.94.69

17.248.134.9

54.231.16.243

54.231.10.219

104.28.31.98

Initiator Host User

Site Name Category

Information Techn
ology/Computers
xx-fbcdn-shv-01- NfA
Igatl.focdn.net

a23-0-160-80.deploy.static.ak: NfA

a135.phobos.apple.com

s3-external-1- NFA
w.amazonaws.com
xx-fbcdn-shv-01- NFA

iad3.fbcdn.net
a104-68-137-83.deploy.static.: N/A
a23-67-246-99.deploy. static.al NfA

edge-star-shv-01- N/A
iad3.facebook.com

Information Techn
ology/Computers

a23-0-160-59.deploy.static.ak: NfA
Not Rated

gspell.ls.apple.com

scontent-
lga.cdninstagram.com

a23-15-8-185.deploy.static.ak: N/A

Health
ih.adnxs.com Business and Econ
omy
NfFA
instagram-shv-01- NFA
iad3.fbedn.net
filmfestdc.org Arts/Entertainment

d3-5-0-5-0.a00.nycmny03.us.t NfA
a96-6-113-73.deploy.akamaite NfA
Social Networking

videos-
f-13.ak.instagram.com

videos-a-7.ak.instagram.com Social Networking
videos-a-7.ak.instagram.com Social Networking

s3-external-1- NFA
w.amazonaws.com

a184-29-106-98. deploy.static.: N/A

www.astrology.com Arts/Entertainment
N/A

ec2-54-218-94-69.us- N/A

west-2.compute.amazonaws.c

dc4-003-edge.icloud- NFA

content.com

s3-external-1- NFA

w.amazonaws.com

s3-external-1- NFA

w.amazonaws.com

www pleated-jeans.com Humor/Jokes

Browse Time
Browse Time

00:00:01

00:00:27

00:00:01
00:00:01

00:00:21

00:02:18
00:00:01
00:02:42

00:05:36

00:00:01
00:03:22

00:00:01
00:02:55
00:12:19

00:00:42
00:03:33

00:02:54
00:00:01
00:00:01
00:00:01

00:00:03
00:00:01
00:00:03

00:00:01
00:01:42
00:05:49
00:00:01

00:00:01

00:00:01

00:00:01

00:00:33

Hits

Hits

18

14

92

108

224

135

117
493

28
142

116

68
233

22

Transferred
Transferred

14.93 MB

14.38 MB

11.96 MB
11.48 MB

9.88 MB

6.39 MB
5.84 MB
584 MB

5.04 MB

4.9 MB
472 MB

4.38 MB
4.04 MB
3.74 MB

3.43MB
3.42MB

2.96 MB
2.67 MB
2.67MB
2.37 MB

2.37 MB
2.34 MB
2.18 MB

2.08 MB
1.63 MB
1.57 MB
1.43 MB

1.14 MB

1.11 MB

1.08 MB

1.08 MB
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
6.33 54.231.66.107 s3-external-1- N/A 00:00:04 3 1.08 MB
W.amazonaws.com
6.34 184.29.104.209 a184-28-104-209.deploy.static N/A 00:00:01 1 1.06 MB
6.35 54.231.1.91 s3-external-1- N/A 00:00:01 1 1.02 MB
w.amazonaws.com
6.36 23.0.160.17 images.gotinder.com Freeware/Software 00:00:27 18 1,005.71 KB
Downloads
6.37 54.231.16.3 s3-external-1- N/A 00:00:04 3 1,002.46 KB
Ww.amazonaws.com
6.38 104.68.140.11 a104-68-140-11.deploy.static.: N/A 00:00:55 37 999.05 KB
6.39 23.62.6.89 gspell.ls.apple.com Information Techn 00:01:15 50 990.72 KB
ology/Computers
6.40 23.0.160.57 a23-0-160-57.deploy. static.ak: N/A 00:00:03 2 929.49 KB
641 23626.17 photos-d.ak.instagram.com  Social Networking 00:00:15 10 893.63 KB
6.42 184.29.104.184 a184-29-104-184.deploy.static N/A 00:00:03 2 829.72 KB
6.43 23.626.17 photos-b.ak.instagram.com  Social Networking 00:00:28 19 816.26 KB
6.44 104.68.134.114 a104-68-134-114.deploy.static N/A 00:00:06 4 812.94 KB
6.45 198.145.181.120 www.idealist.org Education 00:00:55 37 788.68 KB
6.46 74.125141.103 da-in-f103.1e 100.net N/A 00:00:04 3 754.27 KB
6.47 31.13.69.203 xx-fbcdn-shv-01- N/A 00:00:03 2 738.5 KB
iad3.fbcdn.net
6.48 23.218.106.144 a23-218-106-144. deploy.static N/A 00:02:40 107 721.0¢ KB
6.49 23.218.119.245 a23-218-119-245.deploy.static N/A 00:00:54 36 711.18 KB
6.50 23.0.160.34 image.email.bananarepublic.c Shopping 00:00:46 31 698.09 KB
7.0 192.168.111.101 00:08:26 338 527 MB
Site IP Site Name Category Browse Time  Hits Transferred
7.1 137.117.96.45 www.post-gazette.com News and Media 00:01:30 60 1.15 MB
7.2 23.192.160.152 WINVW.BW.COM Arts/Entertainment 00:00:01 1 737.51 KB
73 23.3.109.43 weather-images.wjla.com News and Media 00:00:01 1 351.92 KB
7.4 23.192.160.152 www.gannett-cdn.com Arts/Entertainment 00:01:01 41 303.85 KB
7.5  20961.191.1 N/A 00:01:07 45 248 97 KB
7.6 184.29.105.210 a184-29-105-210.deploy.static N/A 00:00:01 1 237.62 KB
7.7  23.73.180.90 a23-73-180-20.deploy. static.al N/A 00:00:01 1 213.31 KB
7.8 54.230.16.94 ecx.images-amazon.com Shopping 00:00:09 6 199.65 KB
7.9 54.200.246.80 campaigns06.imperisoft.com N/A 00:00:01 1 187.02 KB
7.10 206.190.56.190 I1.ycs.vip.deb.yahoo.com N/A 00:00:01 1 145.15 KB
.11  23.67.246.121 static.eplayer. performgroup.cc News and Media 00:00:03 2 138.59 KB
7.12  23.192.160.120 fonts.timeinc.net News and Media 00:00:01 1 95.14 KB
7.13 54.230.39.57 ecx.images-amazon.com Shopping 00:00:24 16 90.05 KB
7.14 74125228 248 iad23s24-in-f24.1e100.net N/A 00:00:01 1 85.47 KB
7.15 65.36.161.214 N/A 00:00:01 1 83.56 KB
7.16  206.190.56.191 L.yimg.com Search Engines and 00:00:03 2 78.2 KB
Portals
7.17 54.197.227.206 ec2-54-197-227-206.compute: N/A 00:00:01 1 76.81 KB
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
7.18 54.231.18.208 §3-1.amazonaws.com N/A 00:00:01 1 64.12 KB
7.19 50.16.201.159 api.flyertown.ca Shopping 00:00:01 57.33 KB
720 176.32.98.166 WWw.amazon.com Shopping 00:00:04 3 52.54 KB
721 63.211.90.252 f.email.expressfashion.com  Shopping 00:00:19 13 51.38 KB
7.22 23626.33 a23-62-6-33.deploy.static.akal N/A 00:00:01 1 50.98 KB
7.23 72.30.198.117 storage9- N/A 00:00:01 1 41.82 KB
13.flickr.vip.bf1.yahoo.com
7.24 23.192.160.8 www.wila.com News and Media 00:00:01 34.34 KB
7.25 54.200.246.80 reg134.imperisoft.com Not Rated 00:00:04 3 34.16 KB
726 216.58.217.131 fonts.gstatic.com Search Engines and 00:00:01 1 32.31 KB
Portals
7.27 741252295 gh-in-f95.1e100.net N/A 00:00:03 2 2528 KB
7.28 72.30.198.116 storage8- N/A 00:00:01 2232 KB
I3.flickr.vip. bf1.yahoo.com
7.29 21658.217.142 iad?23s43-in-f14.1e100.net N/A 00:00:01 1 21.71 KB
7.30 199.96.576 platform.twitter.com Social Networking 00:00:01 1 21.27 KB
7.31 54.231.0.169 §3-1-w.amazonaws.com N/A 00:00:03 2 20.85 KB
7.32 98.139.225.23 a.it.vip.bf1.yahoo.com N/A 00:00:03 2 205 KB
7.33 98.137.204.89 storage4- N/A 00:00:01 1 17.95 KB
I3.flickr.vip.bf1.yahoo.com
7.34 98.139.21.45 storage6- N/A 00:00:01 16.8 KB
I3.flickr.vip.bf1.yahoo.com
7.35 98.137.200.205 beap?.cbs.vip.bf1.yahoo.com N/A 00:00:01 1 16.78 KB
7.36 74217348 media.match.com N/A 00:00:01 1 16.22 KB
7.37 104.68.152.124 t.p.mybuys.com Shopping 00:00:01 1 14.73 KB
7.38 74125228229 iad23s24-in-f5.1e100.net N/A 00:00:01 1 14.32 KB
7.39 98.137.205.236 storage3- N/A 00:00:01 1 13.76 KB
13.flickr.vip. bf1.yahoo.com
7.40 74125228192 iad23s23-in-f0. 1e100.nst N/A 00:00:01 1 13.53 KB
7.41 54.239.16.60 fls-na.amazon.com Shopping 00:00:06 4 13.15 KB
7.42 54.165.213.26 ec2-54-165-213-26.compute-- N/A 00:00:01 1 11.54 KB
743 23.3.13.160 wWww.wiusa9.com News and Media 00:00:01 1 10.67 KB
7.44 173194 .121.3 iad23s25-in-f3.1e100.net N/A 00:00:01 1 10.35 KB
7.45 206.190.57.61 sports.yahoo.com Sports/Recreation 00:00:03 2 9.93 KB
7.46 23.203.162.24 a23-203-162-24.deploy.static.: N/A 00:00:01 1 9.79 KB
7.47 184.29.105.192 www.thd.com Web Communications 00:00:01 1 9.22 KB
7.48 23.1.114.24 a23-1-114-24.deploy.static.aks N/A 00:00:01 1 9.02KB
7.49 2321812545 a23-218-125-45.deploy.static.: N/A 00:00:01 1 8.8 KB
7.50 23.73.162.24 a23-73-162-24.deploy.static.al N/A 00:00:01 1 8.76 KB
8.0 192.168.111.104 00:03:00 120 2.97 MB
Site IP Site Name Category Browse Time  Hits Transferred
8.1 208.111.160.6 fp-limelight. musicnet.com Not Rated 00:00:01 1 2.44 MB
8.2 20961.191.1 N/A 00:02:07 85 464.15 KB
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Initiator IP Initiator Host User Browse Time Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred

83 74.201.198.76 odb.outbrain.com Information Techn 00:00:01 1 13.96 KB
ology/Computers

84 38.106.64.115 beacon.etsy.com NfA 00:00:03 2 13.62 KB

85 64.78.56.109 west exch024.serverdata.net N/A 00:00:01 11.41 KB

86 208.89.13.133 server.iad.liveperson.net Information Techn 00:00:03 2 6.61KB
ology/Computers

87 23.13.171.27 s2.symch.com Not Rated 00:00:03 2 559 KB

88 184.73.157.38 songza.com Arts/Entertainment 00:00:01 1 3.42 KB

8.9 66.151.153.10 heaucoup-bea.baynote.net Information Techn 00:00:03 2 2.81 KB
ology/Computers

8.10 64.12.106.9 leadback.advertising.com Advertisement 00:00:01 1 2.4 KB

811 184.72.231.198 songza.com Arts/Entertainment 00:00:01 1 2.3 KB

8.12 208.111.128.6 images.mndigital.com Information Techn 00:00:03 2 1.96 KB
ology/Computers

813 216.58.217.130 iad23s43-in-f2. 1e100.net NFA 00:00:01 1 1.93 KB

814 74117.207.64 asos-us.custhelp.com Business and Econ 00:00:01 1 1.69 KB
omy

815 66.235.133.67 condenast.insight.omtrdc.net Not Rated 00:00:01 1 1.56 KB

8.16 138.108.7.20 secure-us.immworldwide.com Business and Econ 00:00:01 1 1.44 KB
omy

817 104.70.55.222 a104-70-55-222 . deploy.static.: NfA 00:00:01 1 1.32 KB

818 23.0.160.25 crl.microsoft.com Information Techn 00:00:01 1 1.14 KB
ology/Computers

819 23.0.160.41 download . windowsupdate.con Information Techn 00:00:01 1 1.03 KB
ology/Computers

8§20 54231.0.112 §3.amazonaws.com Information Techn 00:00:01 1 924 B
ology/Computers

821 54231.16.136 §3.amazonaws.com Information Techn 00:00:01 1 782 B
ology/Computers

822 54231864 s3.amazonaws.com Information Techn 00:00:01 1 770 B
ology/Computers

8§23 54.231.64.248 $3.amazonaws.com Information Techn 00:00:01 1 770 B
ology/Computers

824 54231.13.104 s3.amazonaws.com Information Techn 00:00:01 1 736 B
ology/Computers

8§25 54.231.12.160 S$3.amazonaws.com Information Techn 00:00:01 1 724 B
ology/Computers

8§26 542316532 §3.amazonaws.com Information Techn 00:00:01 1 724 B
ology/Computers

827 54.231.12.192 S§3.amazonaws.com Information Techn 00:00:01 1 724 B
ology/Computers

828 54231.1.48 s3.amazonaws.com Information Techn 00:00:01 1 724 B
ology/Computers

829 74125228229 iad23s24-in-f5.1e100.net NFA 00:00:01 1 288 B

830 23.0.160.48 a23-0-160-48.deploy.static.ak: N/A 00:00:01 1 288 B

831 74125228217 iad23s23-in-f25.1e100.net NFA 00:00:01 1 280 B

80 192.168.111.105 00:06:00 240 2.6 MB
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9.1
9.2
9.3

9.4
9.5
9.6
9.7
9.8
9.9
9.10

9.1
9.12
9.13
9.14
9.15

9.16
9.17
9.18
9.19
9.20
9.21
9.22
9.23
9.24
9.25
9.26

9.27
9.28

9.29
9.30
9.31
9.32
9.33
9.34
9.35
9.36

9.37
9.38

Initiator IP

Site IP

189.27.76.192
23.192.160.11

209.61.191.1
23.192.160.152
54.231.34.24
23.192.160.195
93.184.216.38
54.231.13.24
23.0.160.11

98.139.180.149
54.231.10.168
192.33.31.56
23.196.175.139
104.68.136.37

54.231.64.40
23.67.250.138
54.231.9.160
23.235.39.130
54.231.1.16
23.62.7.152
54.231.18.144
54.231.32.144
54.231.2.168
208.80.154.224
162.249.105.250

54.197.227.206
23.218.106.139

128.172.23.209
23.23.154.127
23.21.118.65
54.209.65.86
216.115.208.230
131.253.61.96
54.197.227.206
104.156.81.134

216.58.217.142
54.243.97.203

Initiator Host

Site Name

image.egokick.com

ZOLTYre.co

www.gannett-cdn.com

s3-1.amazonaws.com

a23-192-160-195.deploy.static

cdn2. editmysite.com

s3-1.amazonaws.com

i.huffpost.com

ir1.fp.vip.bf1.yahoo.com

s3-1.amazohaws.com

a-vip07.inshw.net
connect.facebook. net

images.outbrain.com

s3-1.amazonaws.com

assets.espn.go.com

s3-1.amazonaws.com

a.disquscdn.com

s3-1.amazonaws.com

archive.wusa9.com

s3-1.amazonaws.com

s3-1.amazonaws.com

§3-1.amazonaws.com

en.wikipedia.org

www. honprofitaccountingbasic

ec2-54-197-227-206.compute-

Zh ccjokix6bpit8tr-

cbs.siteintercept.qualtrics.com

www.hrvcu.edu

ec2-23-23-154-127 .compute--

ec2-23-21-118-65.compute-1.:

ec2-54-209-65-86.compute-1.

egwglobal.gotomeeting.com

ec2-54-197-227-206.compute-

disgus.com

iad23s43-in-f14.1e100.net

User

Category
Health

Arts/Entertainment

Information Techn
ology/Computers

N/A
Arts/Entertainment
N/A

N/A

Web Hosting

N/A

Business and Econ
omy

N/A
N/A
N/A
Social Networking

Information Techn
ology/Computers

N/A
Sports/Recreation
N/A

Not Rated

N/A

News and Media
N/A

N/A

N/A

Reference

Political/Advocacy
Groups

N/A

Information Techn
ology/Computers

Education
N/A
N/A
N/A
N/A
N/A
N/A

Business and Econ
omy

N/A

ec2-54-243-97-203.compute-- N/A

Browse Time

Browse Time

00:00:49
00:00:24
00:00:03

00:00:46
00:00:06
00:00:01
00:00:01
00:00:03
00:00:01
00:00:06

00:00:01
00:00:01
00:00:03
00:00:01
00:00:06

00:00:01
00:00:04
00:00:01
00:00:03
00:00:01
00:00:06
00:00:03
00:00:03
00:00:01
00:00:01
00:00:01

00:00:01
00:00:01

00:00:04
00:00:01
00:00:01
00:00:01
00:00:03
00:00:01
00:00:01
00:00:01

00:00:01
00:00:01

Hits
Hits
33
16

o a4 NN R N = o — S o= N = s S N T O

—_

JE O N T S %

Transferred

Transferred

423.23 KB
331.97 KB
187.23 KB

185.53 KB
153.76 KB
152.81 KB
123.33 KB
97.96 KB
84.21 KB
77.19 KB

68.05 KB
65.91 KB
61.02 KB
56.03 KB
47.67 KB

46.01 KB
35.59 KB
32.75 KB
25.58 KB
24 83 KB
22.98 KB
13.7 KB

13.63 KB
13.51 KB
13.03 KB
12.36 KB

11.76 KB
11.53 KB

11.19 KB
11.11 KB
11.06 KB
10.37 KB
10.15 KB
9.23 KB
8.99 KB
8.86 KB

8.46 KB
3 KB
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Initiator IP Initiator Host User Browse Time  Hits Transferred
Site IP Site Name Category Browse Time  Hits Transferred
939 108.160.166.9 client-17a.v.dropbox.com N/A 00:00:01 1 7.3 KB
9.40 54.231.18.0 s§3-1.amazonaws.com NfA 00:00:01 6.89 KB
941 74.125.21.99 www.google.com Search Engines and 00:00:03 2 6.45 KB
Portals
942 23157.16 a23-15-7-16.deploy.static.akal N/A 00:00:01 1 6.2 KB
9.43 50.18.47.244 ec2-50-18-47-244 us- N/A 00:00:01 1 6.11 KB
west1.compute.amazonaws.¢
9.44 199.36.100.106 websearch.ask.com Search Engines and 00:00:03 2 6.06 KB
Portals
945 50.18.47.244 api.echoenabled.com Not Rated 00:00:03 2 594 KB
9.46 52549105 cbsi.demdex.net Not Rated 00:00:03 2 5.64 KB
947 23.15.7.155 fast.gannett.demdex.net Not Rated 00:00:01 1 555 KB
9.48 173.194.121.36 iad23s26-in-f4.1e100.net N/A 00:00:01 1 542 KB
9.49 74125228248 iad23s24-inf24.1e100.net N/A 00:00:01 1 5.42 KB
9.50 74125228229 iad23s24-in-f5.1e100.net N/A 00:00:01 1 539 KB
10.0 74.93.211.245 74-93-211-245-Washingt 00:04:28 179 2.22MB
onDC.hfc.comcastbusine
ss.net
Total: 402,188 12 GB
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Web Filter - Top Categories: April 13, 2015 - April 19, 2015

Categories
Atempts
o 1 2 3 4 5 [} 7 g8 a 10 11 12 13 14 15 16 17 18 1@
CultOceult
Formography
Category Attempts
1 Cult/Occult 19
2 Pornography 7
Total: 26
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+ Report owner: System@LocalDomain
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Web Filter - Top Sites: April 13, 2015 - April 19, 2015

Sites
Aftermipts
a 1 2 3 4 5 [} T 8 a 0 11 12 13 14 15 6 17 18 1@
8.30.11.13 - sync.hythmxchange.com...
54192 180.53 - static tumblr.com.
5481101181 - forum_bearchive . com.._
Site IP Site Name Category Attempts
8.30.11.13 sync.rhythmxchange.com CultyOccult 19
2 54.192.190.53 static.tumblr.com Pornography 4
3 54.81.101.191 forum.bearchive.com Pornography &)
Total: 26

- Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain
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Web Filter - Top Initiators: April 13, 2015 - April 19, 2015

Aftempts
7 ] a o 11 1z 13 14 15 1a 1T 1B

Initiators
a 1 2 3 4
19Zz.188.111.118 - -
192 168 111103 - CONSULTANT-DESK -
192.188.111.105 - -DESKTO -
Initiator IP Initiator Host

192.168.111.119
2 192.168.111.103 CONSULTANT-DESK

3 192.168.111.105 - -DESKTO
Total:

- Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain

User Attempts

18
5
&)

26
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Timeline

Time

Time Attempts

1 Apr 14, 2015 1
2 Apr 17, 2015 25

Total: 26
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Web Filter - Web Filter By Category: April 13, 2015 - April 19, 2015

Web Filter By Category

Atempts
o 1 2 3 4 5 a 7 E] ] 10 11 12

Cult/Dceult

Formography

Category Attempts
1.0 Cult/Occult 19
Initiator IP Initiator Host User Attempts
1.1 192.168.111.119 18
12  192.168.111.103 CONSULTANT-DESK 1
2.0 Pornography 7
Initiator IP Initiator Host User Attempts
2.1 192.168.111.103 CONSULTANT-DESK 4
22 192.168.111.105 - - -DESKTO 3
Total: 26

- Report generated for timezone: Eastern Standard Time
- Report owner: admin@LocalDomain
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Web Filter - Web Filter By Site: April 13, 2015 - April 19, 2015

Web Filter By Site

Aftermipts
a 1 2 3 4 8 a 0 11 12 13 14 15 6 17 18 1@
8.30.11.13 - sync.hythmxchange.com...
54192 180.53 - static tumblr.com. -
5481101181 - forum_bearchive . com.._
Site IP Site Name Category Attempts
1.0 8.30.11.13 sync.rhythmxchange.com Cult/Occult 19
Initiator IP Initiator Host User Attempts
1.1 192.168.111.119 18
1.2 192.168.111.103 CONSULTANT-DESK 1
2.0 54.192.190.53 static.tumblr.com Pornography 4
Initiator IP Initiator Host User Attempts
2.1 192.168.111.103 CONSULTANT-DESK 4
3.0 54.81.101.191 forum.bearchive.com Pornography &)
Initiator 1P Initiator Host User Attempts
3.1 192.168.111.105 -DESKTO 3
Total: 26
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Web Filter - Web Filter By Initiators: April 13, 2015 - April 19, 2015

Web Filter By Initiators

192 188.111.103 . CONSULTANT-DESK -

192 188.111.105 -

i}

7

3

Aftempts
a o 11

1z

13

14

15

192.182.111.118 - -

‘DESKTO -

Initiator 1P Initiator Host User Attempts
1.0 192.168.111.119 18
Site IP Site Name Category Attempts
1.1 8.30.11.13 sync.rhythmxchange.com Cult/Occult 18
2.0 192.168.111.103 CONSULTANT-DESK 5
Site IP Site Name Category Attempts
2.1 54.192.190.53 static.tumblr.com Pornography 4
22 830.11.13 sync.rhythmxchange.com Cult/Occult 1
3.0 192.168.111.105 -DESKTO &)
Site IP Site Name Category Attempts
3.1 54.81.101.191 forum.bearchive.com Pornography 8
26

Total:
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Attacks - Top Attempts: April 13, 2015 - April 19, 2015

Attacks
Events
a 25.000 50,000 75000 100,000 125000 150.000 1745.000 200.000 225,000
UDP packet dropped
Possible port scan detected
Probable TGP FIM scan detected
Probable partscan detactad
Attack Events
1 UDP packet dropped 222,408
2 Possible port scan detected 31
3 Probable TCP FIN scan detected 2
4 Probable port scan detected
Total: 222,442
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Attacks - Top Targets: April 13, 2015 - April 19, 2015

Targets
Events
[u] 25,000 50.000 75.000 100.000 125.000 150.000 175.000 200.000
230.255.255.250 -
224008 - rip2-routes. mcast.net
T483 2112485 - 7463.211-2
Target IP Target Host Events
1 239.265.265.250 201,112
2 224.0.0.9 rip2-routers.mcast net 20,110
3 -WashingtonDC. hfc.comcastbusiness.net 1,220
Total: 222,442
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Attacks - Top Initiators: April 13, 2015 - April 19, 2015
Initiators
Events
o 25000 &0.000 75.000 100.000 125.000 150.000 175.000 200000
-]
73.308.70.17 - e-73-30-70-17 .hsd1. ..
17.173.254.223 - -
185941111 - -
124.232.142.220 - -
198 30.80.32 - vww.sfe.svd.as530 .. .
OTHER
Initiator 1P Initiator Host User Events
1 192.168.111.1 201,112
2 73.39.70.17 c-73-39-70-17.hsd1.dc.comcast.net 19,840
3 73.39.70.17 €-73-39-70-17 .hsd1.dc.comcast.net 270
4 17.173.254.223 137
5 185.94. 1111 18
6 124.232.142.220 15
7 199.30.80.32 www sfe.sv4.as53922 stumbleupon.net 13
2] 212.83.171.94 212-83-171-94.rev.poneytelecom.eu 11
9 85.25.185.41 static-ip-85-25-185-41.inaddr.ip-pool.com 10
10 75.75.76.76 cdns02.comcast. net 10
Total: 221,436

+ Report generated for timezone: Eastern Standard Time
+ Report owner: System@LocalDomain

42

Powered By ) s



Timeline

32,500

30,000

27,500

25,000

22,500

20,000

% 17.500

LIP-I 15,000

12.500

10,000

7,500

5.000

2.500

o

Time

Time Events
1 Apr 13, 2015 31,831
2 Apr 14, 2015 31,794
3 Apr 15, 2015 31,763
4 Apr 16, 2015 31,792
5 Apr 17, 2015 31,748
6 Apr 18, 2015 31,758
7 Apr 19, 2015 31,756
Total: 222,442
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Up/Down Status - Timeline: April 13, 2015 - April 19, 2015

Timeline
250
225
200
.
15.0
12.6
10.0
ol
5.0
25
0.0
o W o R & o
i W W & W W w
Time Up Time Down Time Up Time Percentage
1 Apr 13, 2015 24 hrs O hrs 100%
2 Apr 14, 2015 24 hrs O hrs 100%
3 Apr 15, 2015 24 hrs 0 hrs 100%
4 Apr 18, 2015 24 hrs O hrs 100%
5 Apr 17,2015 24 hrs 0 hrs 100%
6 Apr 18, 2015 24 hrs 0 hrs 100%
7 Apr 19, 2015 24 hrs 0 hrs 100%
Total: 168 hrs O hrs 100%
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